Beyond The Content Filter

How To ldentify & Close Your District's
Cybersecurity & Safety Gaps In 2022

u Managed
Methods



Housekeeping

- 0 2

Yes! This webinar is being Questions? All Attendees Are Muted
recorded
Feel free to ask questions
You will receive a link to Please submit them in and/or provide your insights
the recording as soon as it’s the Chat panel in the Chat panel

available—usually within
24 hours



Meet Today’s Panelists

David Waugh Mike Leseberg Andy Lombardo

EDU Cybersecurity Champion Executive Director of IT Director of Technology
ManagedMethods Richland School District Maryville City School District



01

Why Schools Need
Cloud Security

2021 Cybersecurity & Safety
Gaps Report

Agenda

02

Panel Discussion

Identifying & Closing Your
District’s Gaps

03

Audience
Q&A




Why Do Schools Need
Cloud Security?
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https://get.managedmethods.com/k12-cloud-security-report-2021-22

94% of K-12 schools are in the cloud

Financial Information 17% 47%

None/Other

1 7%
Student Information 11% 62%

Not moving to cloud . Planning on moving to cloud . In the cloud

Google
Workspace

43%

Google &
Microsoft 365

41%


https://get.managedmethods.com/k12-cloud-security-report-2021-22

CLICK HERE

But are leaders taking cloud security & safety risks To Access The Full Report
seriously enough?

W Very unconcerned B Somewhat unconcerned m Somewhat concerned m Very concerned
Mental health/self-harm/suicide DA 9% 4 39%
Cyberbullying/threats 13% 0 32%
1%
Malware/ransomware and phishing |33 16% 31%
Data breaches/leaks 8% 29% 23%
Sharing/viewing of explicit content on district devices/networks 7% 29% 21%
Compliance with laws related to protecting student data 16% 29% 16%
“Shadow”/unapproved technology 10% 34% 15%
Online theft of district funds 23% 33% 12%

Shocking % of district EdTech leaders & influencers are UNconcerned about

21% 56% 37% 45% 44%

Malware & Phishing Financial Theft/Fraud Data Breaches/Leaks Data Privacy Compliance "Shadow" Technology
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Confident, but secure?

60% of district leaders have quite a lot or a great deal of confidence in the
privacy & security of data stored in cloud apps. Yet...

50% don’t have 43% don’t have 40% don’t have 43% don’t have
monitoring for monitoring for a way to record scanning for
external domain internal domain who is accessing potential CIPA
file sharing file sharing shared files violations

31% 28% 27% 31%

Yes No . Don’t Know
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' CLICK HERE
Gaps Are Leading To Real Consequences

,publicly—disclosed cyber incidents
in the USA since January 2016

17% increase in publicly-disclosed  36% of 2020 incidents resulted in
incidents in 2020 over 2019 student and/or staff data breach/leak

K-12 became a leading target for
ransomware in 2020, according to



https://k12cybersecure.com/
https://get.managedmethods.com/k12-cloud-security-report-2021-22

Texas, California, New York, Louisiana, How to protect yourself from
Missouri lead list of states with most ransomware attacks
ransomware attacks on schools: report BPS school familes & teacher data may have

A Comparitech study tracked more than 220 ransomware attacks on schools in the US since 2018. been breached

Under Attack: California Schools CalMatters: Schools Struggle With Cybersecurity
Face Ransomware Threat Morgan County Schools’ computers hit by AttaCkS

holiday ransomware attack Dallas independent School District reports ~ Cyber Attack Disrupts Clover Park
Lancaster ISD confirms it was target data breach impacting current and former  g~h ool District Networks

of ransomware attack, after hackers : students, staff
dump sensitive information of 500 CYDPerattack on New Hampshire school district

teachers to dark web illustrates growing threat to states and localities Edducation under cybe rattack: California

Student, employee records at Whitehouse ISD in schools face a growing ransomware
danger after cybersecurity attack threat Rockwood School District targeted by malware attack

Rockland Public Schools Hit by Ransomware schools Face A New Threat In The Pandemic: Ransomware

Cost of ransomware attack on Baltimore County public schools climbs to Qyer 26,000 Impacted by Ransomware at Texas

"™ Schools Brace for School District
More Cyberattacks Schools, colleges brace for

After Record in 2020 cyberattacks as students return

Has Your Kid’s Texas School District Been Hammered By Now ransomware is inundating public school systems
Cyberattacks? I-Team Investigation |owa School District's Data Exposed



Districts need multi-layered cybersecurity & safety

|ldentity & Access

Endpoint

Network

Email (Gmail or Outlook & MS Exchange Online)
File Sharing (Drive, Shared Drives, OneDrive, Sharepoint)

Video Conferencing / Messaging (Meet, Chat, Teams, Zoom)

MFA / 2FA
SSO

Content Filtering (CIPA / E-Rate)
Virus Protection (PCs and & Mac)
Classroom / Device Management (MDM)

Firewall
Secure Wifi Network

Content Filtering

Vulnerability / Pen Testing
Remote Access (VPN)

Patch Management (Windows)
Backup
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Panel Discussion

Understanding cloud security & safety
in modern school districts

Managed :

Methods Mlke Le;eberg Andy Lombardo
Executive Director of IT Director of Technology
Richland School District Maryville City School District
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Methods
Cloud Security & Safety

Made Easy For K-12
Deploys in minutes without proxy,
agents, or appliances
100% hosted in Google Cloud Platform

APl integrations mean we never collect
or store your data locally

Partner

Google for Education

Google Workspace
MLCBERGWE

B® Microsoft 365

EDelS MG
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Monitor & Audit

Google Workspace
MCBERCWFEA

Automated security, behavior monitoring, and
remediation 24/7/365 with simple reporting

Data Security & Privacy

Data loss prevention for sensitive student and district

| NWH
By Microsoft 365 data stored in Google Workspace & Microsoft 365

o - X Lo

o
(B @
CLICK HERE
To Access The Full Report

Threat Protection

Stop phishing and malware attacks in Google
Workspace & Microsoft 365 email, files, and drives

Safety Signals

Al detects self-harm, cyberbullying, threats of
violence, discrimination, and explicit content
signals

9 ¢ @ @)
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“ManagedMethods is easy to use and easy to do

business with. This alone brings down the Total
Cost of Ownership—the fact that it is affordable * * * * *
for school districts made our purchase decision

easier. We thought it was a great product from “Working with vendors can be frustrating for those
2 SR EME 25 e e Wsiee T Qual e yenis, e o of usin K-12. The cost conversation is a challenging
continue to see value in our decision.” 4 /O conversation to have because they’ll often treat
schools with limited budgets and resources the
“I was blown away when | saw the demo same as all their other customers.

version at the booth. | was really impressed ManagedMethods is different. The platform works,
that that much data could be presented in such 202 1 Cu Sto mer the price is right, and it’s focused on K-12 and our
away. And ManagedMethods is so awesome to - unique needs. On top of that, their customer

offer the 30-day trial so I could really get a feel Rete n tl on Rate service is exceptional. Every interaction | have had
for how it works with our data and what our with every member of the team at

infrastructure looked like.” ManagedMethods has been positive.”

RETFRAND Eﬁ Vi GRAPEVINE qgf&lr‘iid Eastern Carver ST. VRAINVALLEY SCHOOLS

school District  Katy Independent COLLEYVILLE [IRGRSiat  Count choos academic excellence by design
School District INDEPENDENT SCHOOL DISTRICT

LIVE OAK

Educating All Students for Success in Life Public Libraries

© T, g L]
I CENTRAL I , &

SUSQUEHANNA « ) g 3 \

INTERMEDIATE UNIT — Westminster Public Schools 1| g % Anchorage School District

Enriching Learning...Enriching Lives Where Education is Personal
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Thank You!

Request Your 30-Day Free Trial Today
bit.ly/K12-Free-Trial

Cybersecurity Safety Signals

Text & Image Risks Text & Image Risks

v Student Data Privacy v Self Harm

v Data Loss Prevention v Cyberbullying

v Financial Data Security v/ Domestic Abuse

v HR/Employee Data Security v Threats of Violence

v Phishing & Malware Protection v Profanity & Explicit Content

u Managed
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managedmethods.com
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