EdTech Vendor Security & Compliance
Evaluation Checklist
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Does the vendor/app have a clear legitimate educational purpose?
Does the vendor/app collect Personally Identifiable Information (PII)?
s the vendor FERPA certified?

s the vendor COPPA certified?

Does the vendor have a published Privacy Policy?

Does the vendor have a published Terms of Service?

Does the Privacy Policy and/or TOS clearly state the type of Pl
collected and how it’s used?

Does the Privacy Policy and/or TOS clearly state that the ownership
of Pll remains with your school, not the vendor?

Does the vendor/app create a profile of students other than for the
educational purposes specified?

Does the Privacy Policy and/or TOS clearly commit to not share
student information with third-parties other than as needed to
provide the educational product or service?

Does the Privacy Policy and/or TOS clearly commit to not share or
sell student information for purposes of advertising and/or other
forms of marketing?

Does the vendor/app show advertisements to student users?

Does the Privacy Policy and/or TOS clearly commit to delete all
student data when you cancel the account, when the data is no
longer required to provide services, or when otherwise requested?

Does the vendor allow parents to access the student data it stores or
enable schools to access data to provide to parents in compliance
with FERPA?

Does the vendor claim that it can change its Privacy Policy without
notice at any time?
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Learn Secure

Application & Data Security

Does the vendor specify who within their company has access to
student data?

Does the vendor specify if the staff members who have access to
student data are background checked?

Does the vendor provide audit logs for when company staff members
access school accounts and/or student data?

Does the vendor provide appropriate and satisfactory cybersecurity
policies, processes, and protections documentation?

Does the vendor have documented data breach procedures in place
that detail their incident response policies and procedures in the
event of a breach?

Does the vendor specify that its app uses encryption in-transit and
at-rest when it transmits and stores student information?

Does the vendor specify where student data is stored and is that
location reputable?

Does the vendor specify that student data is stored within the United
States (or your own country)?

Does the vendor specify what third-parties they share student Pl
with and are those vendors reputable?

Social Proof

Is the vendor on the Student Data Privacy Consortium Vendor
Marketplace?
s the vendor a Student Privacy Pledge Signatory?

Does the vendor provide publicly available customer testimonials,
case studies, and/or reviews for you to review?

Does the vendor provide a list of current customers that you can talk
with during your review process?

Have other school districts that you trust sanctioned the vendor and/
orapp?

Have other school districts that you trust unsanctioned the vendor
and/or app?

Do other school districts that you trust have existing data-sharing
agreements with the vendor?
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Learn Secure

Custom Criteria
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@ Managed
Methods

Cloud Security Made Easy

Monitor, Audit & Contol Cloud Risks — Made Easy!

ManagedMethods makes Google Workspace and Microsoft 365 cybersecurity, student safety, and
compliance easy for K-12 school districts—no proxy, no agent, no extension, and no special training needed.
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Monitor & Audit Cyber Safety Data Security Threat Protection
Automated security & Detect self-harm, Data loss prevention for Stop phishing &
behavior monitoring & cyberbullying, abuse, sensitive student, staff, malware attacks in
remediation 24/7/365 discrimination & explicit & district data stored in Google Workspace &
with simple reporting contentsignals Google Workspace & Microsoft 365 email, files
Microsoft 365 &drives

Watch Our
Demo On-Demand

managedmethods.com | sales@managedmethods.com | 303.415.3640
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