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Districts need multi-layered cybersecurity & safety

|dentity & Access

Endpoint

Network

Email (Gmail or Outlook & MS Exchange Online)
File Sharing (Drive, Shared Drives, OneDrive, Sharepoint)

Video Conferencing / Messaging (Meet, Chat, Teams, Zoom)

MFA / 2FA
SSO

Content Filtering (CIPA / E-Rate)
Virus Protection (PCs and & Mac)

Classroom / Device Management (MDM)

Firewall
Secure Wifi Network

Content Filtering

Vulnerability / Pen Testing
Remote Access (VPN)
Patch Management (Windows)

Backup
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A periodic inspection of security risks in your district’s cloud applications. Risks might
include:

“Shadow” 3rd party applications

Non-compliant sharing of PII, PCI, IEP, health information, etc
Copyright protected file sharing (ex: movies)

Compromised accounts

Phishing in email & shared files

Which accounts are using VPNs

And much more...
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Why is a risk audit important?

1. Identify risks and security gaps
2. Create or modify current practices

3. Google/Microsoft isn’t responsible
for 100% of your data security!

B, | CLAIM YOUR FREE AUDIT - 25 3l

u Managed o " r;;}pit.lyIFree-Security-Audit..~' S
Methods s . e deN



https://managedmethods.com/
https://get.managedmethods.com/k12-cloud-audit-free-trial

Responsibility You Google/
Microsoft

Data classification & accountability X

Client & endpoint protection X X
Identity & access management X X
Application-level controls X X
Networks controls X
Host infrastructure X
Physical security X
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